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Section 1: Hands-On Demonstration

Part 1. Examine a pfSense Firewall Configuration

12. Make a screen capture showing the WAN rules table.

WARNING: The ‘admin account password is set

Penetration Testing a pfSense Firewall (3e)
QLK 0

Firewall / Rules / WAN

FwEe

Protocol  Source  Port Destination  Port Gateway Queue Schedule  Description

Actior

1Pud* * * 7230005 * none Windows Server dsDom
IPvaTCP  * * * 80 (HTTP) * none Web Access desDo
IPVATCR * * 443 (HTTRS)  * none Secure Web Access ds0om
1Pd* * * DMZnet corporationtachs com L sDou

Part 2: Conduct a Penetration Test on the Network
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11. Make a screen capture showing the yourname pen test scan results.

(2] Messus Essentials / Falders /My X =

Penetration Testing a pfSense Firewall (3e)
« > C Q G O localhostsad #/scans/olders RemoteWindows01 bid @ & =
2025-12-02 17:36:08

| © 1t100ks like you haven 't started Firefoxin a while, Do youwant to clean it up for a fresh, like-new exper Bl fraliy - @aoshito k! Refresh Fircfox..

My Scans Import e Folder

@ My Scans
| Allscans
W Tash

MName Schedule Last Scanned «

belizaire’s pen test On Demand Today at 234 P
© rolices
@ FlugnRules
) Terrascan

13. Make a screen capture showing the list of vulnerabilities.

() Messus Essentials / Falders /¥ie X
Penetration Testing a pfSense Firewall (3¢e)
<« (] QO G o localhostBEz4/#fscans/re /siests - RemoteWindows01 W @ & =
2025-12-02 17:36:14
| @ 1t100ks like you haven 't started Firefoxin a while, Do youwant to clean it up for a fresh, like-new experfBelfrafiy - @aoskite ek Refresh Fircfox.. X
Settings © & administrator o
i
belizaire's pen test Configure  Audit Trail Launch ¥ Report Export ¥
- <« Back to My Scans
& My Scans
Al
M AlSens Hosts 2 vulersbiities &2 Motes 1 History 1
W Trash
Filter »
Q rolicies Host Vulnerabilties v Scan Details
B Plugn Rules 2022013 B 7 Policy: Easic Metwork Scan
® Terrascan Status: Completed
202.2011 A EC Severity Baser CYSSva.0
Scannet: Local Scanner
Start: Today at 2:27 PM
End: Today at 2:34 P
Elapsed: Bminutes

Vulnerabilities

® Critical

o High
Medium
Low

o mfe
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30. Make a screen capture showing the updated vulnerability report summary.

ﬁ Messus Essentials / Folders (¥ie X © ) Messus Essentials f Folders /Vie X + v - s
Penetration Testing a pfSense Firewall (3e) .
« (a7} O & o localhost8834 ffscansieports SAauinerabiRemote Windows 01 L2 ® & =
2025-12-02 17:54:07
| @ 1tlooks like you haven tstarted Firefoxin s while, Do youwsnt to clean it up for a fresh, like-new experiqRyel]fpaiy & ayasistti k! Refresh Firefox. X

—
belizaire's pen test Configure Launch = Report | Export ¥
< Back to My Scans

W MysScans
& AlScans
Hosts 0 Vulnerabilities ¢ History 2
M Trash
Sev v WSS+ VPR v Name s Family « Count ~

© rolices Mo records found. scan Details

B Flugnrules Policy: Easic Network Scan

® Terrascan Status: Completed
Severity Base: (VSSw2.0
scanner: Local scanner
start: Today at 2:49 P
End: Today at 249 P
Elapsed: afew seconds
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Section 2: Applied Learning
Part 1: Conduct a Port Scan on the Network

7. Make a screen capture showing the results of the traceroute command.

Activities B Terminal ~ Dec3 08:10 e

Sanlfiale

a rovt@AtiackLimuxdi: ~ Q
3 :~# ping corporationtechs.com
“PING corporationtechs.com (172.40.0.20) 56(84) bytes of data.
64 bytes from corporationtechs.com (172.40.0.20): icmp_seq=1 ttl=62
§ 64 bytes from corporationtechs.com (172.40.0.20): icmp_seq=2 ttl=62 time=0.
H
64 bytes from corporationtechs. (172.40.0.20): icmp_seq=3 ttl=62 time=1.
64 bytes from corporationtechs. (172.40.0.20): icmp_seq=4 ttl=62 time=0.
s
.64 bytes from corporationtechs. (172.40.0.20): icmp_seq=5 ttl=62 time=0.
S
AC
t--- corporationtechs.com ping statistics ---
5 packets transmitted, 5 received, 0% packet loss, time 4035ms
_rtt min/avg/max/mdev = 0.855/1.075/1.609/0.298 ms
k 1~# traceroute 172.40.0.20
traceroute to 172.40.0.20 (172.40.0.20), 30 hops max, 60 byte packets
1 _gateway (10.0.1.1) ©0.439 ms ©.371 ms 0.297 ms
2 202.20.1.1 (202.20.1.1) 0.B40D ms O0.818B ms @.828 ms
3 corporationtechs.cﬁr (172.40.0.20) ©.957 ms 0.952 ms 0.947 ms
£ H
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11. Make a screen capture showing the result of the nmap scan with OS detection activated.

Activities Terminal ~

i+ raot@AttackLinex01: ~

i~#f nmap -s\ERSIEETZH ST
Starting Nmap 7.80 ( https://nmap.org ) at 2025-12-03 14:03 PST
Nmap scan report for 202.20.1.3
Host is up (0.00074s latency).
Not shown: 988 closed ports
PORT STATE SERVICE VERSION
22/tcp open tcpwrapped
25/tcp open tcpwrapped
53/tcp open domain?
80/tcp open http Microsoft IIS httpd 10.0
110/tcp open tcpwrapped
135/tcp open msrpc Microsoft Windows RPC
139/tcp open netbios-ssn  Microsoft Windows netbios-ssn
143/tcp open tcpwrapped
445/tcp open microsoft-ds Microsoft Windows Server 2008 R2 - 2012 microsoft-d

5

587/tcp open tcpwrapped

3389/tcp open ms-wbt-server Microsoft Terminal Services

5901/tcp open vnc VNC (protocol 3.8)

1 service unrecognized despite returning data. If you know the service/version,
please submit the following fingerprint at https://nmap.org/cgi-bin/submit.cg
ew-service :

SF-Port53-TCP:V=7.

SF:ersionBindReqTC

Part 2: Conduct a Vulnerability Scan on the Network
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12. Make a screen capture showing the OpenVAS scan report.

5] & Greenbone Security Manager X i@ New Tab x o+ v = X
Penetration Testing a pfSense Firewall (3e)
& &) O & 10.0.15/reportsiilter=task id%3Dc6r8es49-ccREMOtEWINdoWs0 1ort-reverse®aDdate o @ & =
2025-12-03 17:35:53
@ 1t100ks like you haven 't started Firefoxin a while, Do youwant to clean it up for a fresh, like-new exper Bl fraiy - @aoshito ek Refresh Fircfox.. X

secInfo Configuration Administration

@1 Filter | task_id=cfaeg49-2802-4be1-955d-1127feSecfcf [OXO®H - ¥

Wasx High
*
o 1ad Y vy
# of Reports

Tue 02 Wed 03 Thu 04 1 2.8 &« 8 &% & @ a0
g Severty
[ <l1-10f1
Date ¥ Status Task Severity i EEXI  Actions
Wed, Dec 3, 2025 10:27 PM UTC TR TargetWindows02 Scan bdiun) [} 1 o 42 1} AX
Apply to page contents ¥ | X
(Applied filter: apply_overrides=0 min_qod=70 task_id=céf8e349-2802-4bel-255d-1127feSecfdf sort-reverse=date first=1 rows=10) K <]1-t1of1 =

Greenbone Security Manager [GEM) Capyright (G) 2008-2018 by Gresnbone Networks GmbH, wwv drasnbone net

14. Make a screen capture showing the detailed OpenVAS scan results.

5] & Greenbone Security Manager X i@ New Tab x  + v = X
Penetration Testing a pfSense Firewall (3¢e)
& [ O G 10.01.5/report/de2bafsa-besc-4f19-8es7-fed Remote Windows01 w @ & =
2025-12-03 17:40:41
@ 1t100ks like you haven 't started Firefoxin a while, Do youwant to clean it up for a fresh, like-new experfBelfrafiy - @aoskite ek Refresh Fircfox.. X

Seclnfo Configuration Administration

Filter |

@ @vH L OXOOMH - i
@ Report:¥eds Dec 3, 2025 10:27
: T sarbceatiosac- rastag: Mo 0o 3, 2025 1027 o Ve Dsc 3, 2025 10124
PM UTC 1oy fRbafed hees Crastad; it O Modiad: Jred D Gunr adrin
Information | Results  Hosts  Ports | Applications Operating Systems  CVEs  Closed CVEs  TLS Certificates  Error Messages  User Tags
(430f44) _(1of1)  (130f13) U of 1) (2 of2) (o1 (16 of 16) (0 0f 0) 0 of 0} )}
1-430f 43
Host
Vulnerability MW Severity QoD Location Created ¥
P Name
Wed, Dec 3,
CPE Inventory 80 % 202.20.1.3 general/CPE-T 2025 10:34 PM
uTC
wed, Dec 3,
Hostname Determination Reporting B0 % 2022013 generaljtcp 2025 10:34 PM
e
wed, Dec 3,
Unknown OS and Service Banner Reporting 80 % 202.20.1.3 generalftep 2025 10:32 PM
uTc
Wed, Dec 3,
Unknawn OS and Sarvics Banner Renarting B0 % 202.20.1.3 S87/tcn 2025 10:32 PM
T
Wed, Dec 3,
Unknown 08 and Service Banner Reparting 80 % 202.20.1.3 22/ten 2025 10:32 PM
uTC
wed, Dec 3,
Unknown OS and Service Banner Reporting 80 % 202,20.1.3 143/tcp 2025 10:32 PM
C
wad, Dec 3,
Unknown OS and Service Banner Reporting 80 % 202.20.1.3 110/tep 2025 10:32 PM
uTc
Wed, Dec 3,
Unknawn 0S and Service Banner Renarting B0 % 202.20.1.3 25/tep 2025 10:32 PM

2enbons Security Managsr (G8H) Copyright (8) 2008-2018 by Grasnbons Natnorks GrmbH, wwu greenbons.nst ¥
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Section 3: Challenge and Analysis

Part 1. Research DMZ Deployment Best Practices

Before beginning the technical portion of your penetration test, you decide to spend some time
brushing up on best practices and common mistakes for DMZ deployments - both the network aspect
and the servers located therein. Use the Internet to research DMZ deployments, then identify three
best practices and one potential mistake or vulnerability.

#1 Use multiple firewalls {layered security) - use two separate fiewalls: one between the Internet ->
DMZ- One between the DMZ -> internal network

#2 Strict, Minimal Access Rules Inbound: Allow only required ports (ex: HTTP/HTTPS for a web
server)

Outbound: Restrict DMZ servers so they cannot initiate arbitrary connections

East/West: Limit DMZ server-to-server communicationWhy: Reduces the attack surface and prevents
lateral movement.

#3 Continuous Monitoring and Logging

DMZ systems are exposed to the internet and they must be heavily monitored.

Implement:

IDS/IPS

SIEM log forwarding

Real-time alerting

Vulnerability scans and patching

Benefit: You detect attacks early and reduce the chance of unnoticed breaches.

A Common Mistake/Vulnerability — Overtrusting the DMZ (Too Much Internal Access)

The biggest mistake: Allowing DMZ systems to directly access internal networks or sensitive
databases.

Part 2: Conduct a Penetration Test on the DMZ
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Make a screen capture showing the open ports on the corporationtechs.com web server and the
DMZ firewall interface.

Activities Terminal ~

¥ 1
Starting Nmap 7.80 ( https:// .org ) at 2025-17-@3 15:15 PST
Nmap scan report for corporationtechs.com (172.40.0.20)
Host is up (0.00033s latency).
Not shown: 997 closed ports
PORT STATE SERVICE
21/tcp open ftp
22/tcp open ssh
8@/tcp open http

Mmap done: 1 IP address {1 host up) scanned in 0.08 seconds
:~# nmap 172.40.0.1

Starting Nmap 7.80 ( https://nmap.org ) at 2025-12-03 15:15 PST

Nmap scan report for 172.40.0.1

Host is up (@.00061s latency).

Not shown: 996 filtered ports

PORT STATE SERVICE

22/tcp open ssh

53/tcp open domain

80/tcp open http

443/tcp open https

Mmap done: 1 IP address {1 host up) scanned in 17.3@ seconds
= I
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Make a screen capture showing the vulnerability scan results.

[E] & Greenbone Sccurity Manager % Messus Essentials / Folders /4is X+ v = X
Penetration Testing a pfSense Firewall (3¢e)
<« c QO G © localhost8a Mrcans/reports/1 1hosts: RemoteWindows0l Rx; &g\ =
2025-12-03 18:43:01
@ 1tlooks like you haven't started Firefox in a while, Do youwant to clean it up for a fresh, like eperiErelfraly S Bageete ! Refresh Firefox X

Admiristrator €

DMZ Firewall & Carporationtech's websever scan

Configure  Audit Trail Launch + Report  Export ¥

a— <Backto My Seans

L} «lidemn Hosts 2 Vulerablities 46 Notes 1 History 2

M Trash 1

Filter »

O rolicies Host Vulnerabilities Scan Details

B Plugn Rules 1724004 5 e i Policy: Easic Wetwork Scan

®) Terrascan . Status: completed

17240020 o Severity Baser Cussva0

Scarner:  Local Scanvier
Start: Today 3t 334 PM
End: Today at 3:40 PM
Elapsedt: 7minutes

Vulnerabilities

® Critical

® High
Medium
Low

o Info

Part 3: Recommend Changes to the DMZ

Based on your research in Part 1 and your findings in Part 2, prepare a brief summary of
recommended changes that Secure Labs on Demand should make to their DMZ deployment.
Remember, your recommendations should apply to both the network configuration and the web
server.

Strict, Minimal Access Rules

Only allow exactly what's needed — nothing more.
Rules should be:

Inbound: Allow only required ports (ex: HTTP/HTTPS for a web server)
Outbound: Restrict DMZ servers so they cannot initiate arbitrary connections

East/West: Limit DMZ server-to-server communication
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